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NSM/Threathunting in 
OT/ICS/SCADA environments

έΧ Yƴƻǿ ǘƘȅ bŜǘǿƻǊƪ έ όwƻō WƻȅŎŜΣ ¢!hΣ нлмсύ

έ5ŜŦŜƴǎŜ ƛǎ ŘƻŀōƭŜ Χέ όwƻōΦ aΦ [ŜŜΣ 5ǊŀƎƻǎύ
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This presentation is dedicatedto and in memory of our missed

Tina Petersen, KL Corporate Account Manager, Nordic
1969-2018 (30th July) 

Rest in peace ςYou were always a big inspiration
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!ōƻǳǘ ƳŜ Χ
Rule About_Michael_Weng 
{

meta:
ŘŀǘŜ Ґ έ19. september 2018έ
ǇƭŀŎŜҐ έSochi, Russiaέ
ŀǳǘƘƻǊ Ґ έMichael Weng, CISSP, GICSP, GRID (Analyst no. 47), Danishέ
ŘŜǎŎǊƛǇǘƛƻƴ Ґ έOwner of ics2secure.com& Senior OT/ICS Cyber Security Advisorέ

strings:
ϷŀҐέWorking for Novo Nordisk A/S for 16+ years, in manufacturingέ ŀǎŎƛƛ ǿƛŘŜ
ϷōҐέSolution Design, Project Management, Validation, Operation & Maintenance, Infrastructure, 
Cyber Securityέ ŀǎŎƛƛ ǿƛŘŜ
ϷŎҐέSpecialized in NSM/Threat hunting in ICS/OT/SCADA environmentsέ ŀǎŎƛƛ ǿƛŘŜ
ϷŘҐέ¢ƘǊŜŀǘƘǳƴǘŜǊΣ b{aΣ h¢κL/{κ{/!5! LƴŎƛŘŜƴǘ wŜǎǇƻƴǎŜέ ŀǎŎƛƛ ǿƛŘŜ
ϷŘҐέSANS ICS410, SANS ICS515, SANS SEC 511έ ŀǎŎƛƛ ǿƛŘŜ
ϷŜҐέWeng Security Consulting, DK-2900 Hellerup, +45 3029 3079, info@ics2secure.comέ

condition:
all of the above 

}
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Thanks and acknowledgment to

•Kaspersky Labs (KL) for inviting us all and hosting this 6th ICS Conference 
•Chris Sistrunk (Mandiant) for inspiration (DEF CON 23 NSM 101 for ICS)
•Doug Burks (Security Onion) for pulling an awesome tool together
•Mikael Vingaard (Honeypot.dk) for supplying pcaps from his honeypot 
•Robert M. Lee (SANS ICS515) for teaching an awesome class of IR & Active Defense in ICS
•wƻōŜǊǘ aΦ [ŜŜ ό5ǊŀƎƻǎύ ŦƻǊ ƳŀƪƛƴƎ έ[ƛǘǘƭŜ .ƻƻōȅ ς{/!5! ŀƴŘ aŜέ
•Eric Conrad (SANS SEC511) for teaching an awesome class of Continued Monitoring
•Richard Bejlich (Taosecurity) for writing awesome books about NSM
•̧ ƻǳΣ ǘƘŜ ŀǳŘƛŜƴŎŜΣ ŦƻǊ ƭƛǎǘŜƴƛƴƎ ŀƴŘ όƘƻǇŜŦǳƭƭȅύ ŀǎƪƛƴƎ ƎƻƻŘ ǉǳŜǎǘƛƻƴǎ Χ

Remember, it is possible to defend your ICS/OT/SCADA environment as Defense is doableΧ
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The next 20-ол ƳƛƴΦ Χ

I will be (talking about)
• My background in the Pharma Industry
• NSM/Threathunting basics in OT/ICS/SCADA environments
• Open Source vs. Vendor based solutions ό¢ƘŜ ŀŎǘǳŀƭ ƻƴƭȅ ΨbŜǿΩ ǎǘǳŦŦ ǘƻ ōŜ ŦƻǳƴŘ ƛƴ Ƴȅ ǇǊŜǎŜƴǘŀǘƛƻƴύ

• Generally be sharing my practical experience from the last 3 years as a Threathunter in 
OT/ICS/SCADA

•vϧ! όƛŦ ǿŜ ƘŀǾŜ ǘƘŜ ǘƛƳŜΧύ   :
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Working in the Pharma Industry
¢ƘŜƴ ȅƻǳΩǊŜ ǳǎŜŘ ǘƻ ǿƻǊƪƛƴƎ ǿƛǘƘ wŜƎǳƭŀǘƻǊȅ /ƻƳǇƭƛŀƴŎŜ όC5!ύ ƛƴ hǇŜǊŀǘƛƻƴǎΥ

• /ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜƳŜƴǘΣ /L[Ωǎ Χ ƛΦŜΦ !ǎǎŜǘ /ƻƴǘǊƻƭ
• DatΣ D[t ŜǘŎΦ Υ DȄt Χ ŀΦƻΦ ǿǊƛǘǘŜƴ ǇǊƻŎŜŘǳǊŜǎ ŦƻǊ ǳǎŜ ƻŦ ŎƻƳǇǳǘŜǊ ǎȅǎǘŜƳǎ 
• 21CFR Part 11 rules for the use of Electronic Records and Electronic Signatures
• !ƴŘ ƭŀǘŜƭȅ Χ 5ŀǘŀ LƴǘŜƎǊƛǘȅ ό![/h!Ҍύ

Χ ŀƴŘ ǿƘŜƴ ŘŜǎƛƎƴƛƴƎ ŀƴŘ ōǳƛƭŘƛƴƎ h¢κL/{κ{/!5! ƛƴǎǘŀƭƭŀǘƛƻƴǎ όŦƻǊ tƘŀǊƳŀύ ȅƻǳ ǳǎŜΥ

• The Purdue Reference Model i.e. 
• ISA88 Batch Control/Continued Manufacturing
• ISA95 MoM ςManufacturing Operations Management (MES)
• ISA99 (Now IEC62 443 ςCyber Security)

Χ ŀƴŘ ΨǘƘŜ ōƛōƭŜΩΥ
• CPwE_D&IG from Cisco and Rockwell  (Go read the first 2-300 pages)



ics2secure.com

Why is that relevant?
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Cyber Security Architecture standard

Most people knows it, fewer people knows it 
originates in the Purdue Reference Model 

And even fewer people knows why it makes 
sense in the perspective of Cyber Security

[Ŝǘǎ Ǌǳƴ ǘƘǊƻǳƎƘ ²Ƙȅ Χ 
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A useful example of a Security Architecture

This is where the (only) 
ƘŀǊŘ ǿƻǊƪ ƭƛŜǎ Χ 

Χ ǎƻ Řƻ ƛǘ ǊƛƎƘǘ ǘƘŜ ŦƛǊǎǘ 
ǘƛƳŜ Χ 

To gain success you 
need 98-99 % asset 
ŘƛǎŎƻǾŜǊȅ Χ 

Χ ŘƛŘ ŀƴȅƻƴŜ ǎŀȅ 
Ψ5ŜŦŜƴŎŜ-in-5ŜǇǘƘΩΚ
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Why do we need NSM/Threathunting?

²Ŝ ƪƴƻǿ ǘƘŀǘ ǇǊŜǾŜƴǘƛƻƴ ŜǾŜƴǘǳŀƭƭȅ ǿƛƭƭ ŦŀƛƭΧ 

!ƴŘ ŀŘǾŜǎŀǊƛŜǎ ǿƛƭƭ ŜǾŜƴǘǳŀƭƭȅ ƎŜǘ ŀŎŎŜǎǎ ǘƻ ƻǳǊ ƴŜǘǿƻǊƪǎ ŀƴŘ ǎȅǎǘŜƳǎ Χ 

²Ŝ ǎƘƻǳƭŘ ƴƻǘ ŀōŀƴŘƻƴ ǘƘŜ ǇǊŜǾŜƴǘƛǾŜ ŎƻƴǘǊƻƭǎΣ ōǳǘ ŜȄǘŜƴŘ ƻǳǊ ŘŜŦŜƴǎŜ Χ

²Ŝ Ƴǳǎǘ ŀŘŘ ǇǊƻŀŎǘƛǾŜ ƴŜǘǿƻǊƪ ƳƻƴƛǘƻǊƛƴƎ Χ ƛΦŜΦ b{a ŀƴŘ ¢ƘǊŜŀǘƘǳƴǘƛƴƎ

bŜǘǿƻǊƪ {ŜŎǳǊƛǘȅ aƻƴƛǘƻǊƛƴƎκ¢ƘǊŜŀǘƘǳƴǘƛƴƎ Χ 5ŜŦŜƴǎŜ ƛǎ ŘƻŀōƭŜ

.Ŝ ǇǊƻŀŎǘƛǾŜ Χ ŜƴǎǳǊŜ Ǿƛǎƛōƛƭƛǘȅ Χ Ǝƻ ƭƻƻƪ ŦƻǊ ǘƘŜ ŀŘǾŜǎŀǊƛŜǎ ƛƴ ȅƻǳǊ ƴŜǘǿƻǊƪǎ  
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NSM/Threathunting in OT/ICS/SCADA 

5hΩǎ
• Knowthy Network ςWork out a full OT asset inventory ςŀƴŘ ŘǊŀǿ ƛǘ Χ όwƻō WƻȅŎŜύ
• SegregateIT and OT (Purdue Reference Model and CPwE)
• Do proper and full Segmentationin the OT space (Purdue and CPwE)
• Place the Sensors in the natural choke-pointscalled Conduits (Richard Bejlich)
• Do Threat Modelling Analysis as a basis for planning your Threathunting (Rob M. Lee)
• Combine with Sys/Event log Collection and full Packet Capture to the extent possible
• Utilize the very static nature of the OT environment (Gold Nugget)

5ƻƴΩǘ
• Assume you are in control of your own Network ςYou are not
• Think you are smarter than your adversaries ςYou are not
• Think your Network is of interest to you only ςIt is not
•¢Ƙƛƴƪ ȅƻǳΩƭƭ ŜǾŜǊ ōŜ ŘƻƴŜ ǿƛǘƘ /ȅōŜǊ {ŜŎǳǊƛǘȅ ςIt will be endless 
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The Cyber Security Life cycle

Prevent Monitor Detect Respond

Data sources in OT/ICS/SCADA

Netflows (IPFIX, Sflow, AppFlow, etc.) Easy (requires a controlled infrastructure)

Network Traffic(pcap) Easy (requires controlled switches)

Process Control logs (syslog) Moderate (function must be available on controllers)

Process History Moderate (Can require API access and integration)

Host based logs (Win & Nix supervisors) Difficult (requires vendor approval)

ICS Software events and alarms Difficult (requires API access and integration or central 
collection and integration with special analysis tools) 

Special Equipment logs (digitale relays, CCTV/Video, physical 
access control)

Difficult (requires functionality on equipment/device and 
special integration with special analysis tools)

!ƛƳ ŀǘ !ŎǘƛǾŜ wŜǎǇƻƴǎŜ ŀƴŘ ƴƻǘ LƴŎƛŘŜƴǘ wŜǎǇƻƴǎŜ ΧΦ

Also serves a 
Forensics
purpose!
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hƴŜ b{a ¢ƻƻƭ ǘƻ ǊǳƭŜ ǘƘŜƳ ŀƭƭ Χ {h

{h ǘƘŜ ΨhƭŘΩ ǿŀȅ

Full packet capture ςTcpdump/Wireshark/NetworkMiner
Extracted ςxplico/NetworkMiner
Session ςBRO/FlowBAT
Transactional ςBRO
Statistical ςcapinfos/Wireshark
Meta ςELSA (and WHOIS)

Alerts ςSnort/Suricata/squil, Snorby

{h ǘƘŜ ΨbŜǿΩ ǿŀȅ

Open Source Linux Distro

YŜȅǿƻǊŘΥ tƛǾƻǘ ōŜǘǿŜŜƴ Řŀǘŀ ŦŜŜŘǎ ōŀǎŜŘ ƻƴ Lƻ/Ωǎ
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Why buy a Vendor based solution?
[ŜǘΩǎ Řƻ ŀ ǿƛƭŘ ŎƻƳǇŀǊƛǎƻƴ ǘƻ ŀ ŎƻƳǇƭŜǘŜƭȅ ǊŀƴŘƻƳ ǎŜƭŜŎǘŜŘ ǾŜƴŘƻǊ ǇǊƻŘǳŎǘ ƻŦ ŀ 
ǎƛƳƛƭŀǊ ƴŀǘǳǊŜ Χ ǎŀȅΣ ƭŜǘǎ ǇƛŎƪ ΧΦ YL/{ ŦƻǊ bŜǘǿƻǊƪǎϯ όȅŜǎΣ ǘƘŜ b{a ǎƻƭǳǘƛƻƴ ŦǊƻƳ Y[ύ

Comparison:
Open source tools are free, takes approx. 15 min. to install and comes with plenty of 
resources on the Internet ς.ǳǘ ȅƻǳ ƘŀǾŜ ǘƻ ŘƛƎ ƛƴΣ ǘƻ ƭŜŀǊƴ Ƴƻǎǘ ƻŦ ƛǘ Χ ŀƴŘ ƛǘ 
ǎƻƳŜǘƛƳŜǎ Ƙŀǎ ǘƻ ōŜ ǘǿŜŀƪŜŘ ŀǎ ǿŜƭƭ Χ ŀƴŘ ǎƻƳŜǘƛƳŜǎ ƛǘ Ƨǳǎǘ ŘƻŜǎƴϥǘ ǿƻǊƪ Χ

A vendor based tool often takes a little longer to install and configure, and the tool 
ƳƛƎƘǘ ōŜ ŦǊŜŜΣ ōǳǘ ǘƘŜ ƭƛŎŜƴǎŜ ŀǊŜ ƴƻǊƳŀƭƭȅ ƴƻǘ Χ ƘƻǿŜǾŜǊΣ ǿƘŀǘ ȅƻǳ ƎŜǘ ƛƴ ǊŜǘǳǊƴ ƛǎ 
support from a huge user base and skilled technicians and supporters, and it always 
ǿƻǊƪǎ Χ

Open Source supports a few to a hundred sensors, Vendor based supports thousands 
of sensors and endpoints
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9ŀǎƛƭȅ ƛƴǘŜƎǊŀǘƛƻƴ Χ
KICS is not a SIEM solution as-is, its part of an integrated security solution package from KL

YL/{ Ŏŀƴ Ŝŀǎƛƭȅ ōŜ ƛƴǘŜƎǊŀǘŜŘ ƛƴǘƻ ƻƴŜ ό{L9aύ Χ ŀƴŘ ŘŜƭƛǾŜǊ ƛƳǇƻǊǘŀƴǘ ƛƴǇǳǘǎ ŦƻǊ ŀƴŀƭȅǎǘǎ

!ƴŘ ŀǎ {hκ9[Y ƛǎ ΨƪƛƴŘ ƻŦ ŀΩ {L9aκ[ƻƎ aŀƴŀƎŜƳŜƴǘ ǎƻƭǳǘƛƻƴΣ ǘƘŜ ǘǿƻ Ŏŀƴ ŀŎǘǳŀƭƭȅ ƛƴǘŜƎǊŀǘŜ 
ŀƴŘ ŎƻƳǇƭƛƳŜƴǘ ŜŀŎƘ ƻǘƘŜǊ Χ ŀƴŘ ŜǎǇŜŎƛŀƭƭȅ ƛƴ ǘƘŜ h¢κL/{κ{/!5! ǎǇŀŎŜ ǘƘŜ ōŜƴŜŦƛǘ ƻŦ ǳǎƛƴƎ 
KICS is, that KL has a vast knowledge and experience about the different environment types 
ƘŜƴŎŜ ǘƘǊŜŀǘǎ ŀƴŘ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ǘƻ h¢κL/{κ{/!5!Χ ŀƴŘ ƛǘ ǎǇŜŀƪǎ ŀ ƭƻǘ ƻŦ ǘƘŜ ΨƴŀǘƛǾŜΩ ŘƛŀƭŜŎǘǎ 
όǇǊƻǘƻŎƻƭǎύ Χ ǎƻ ǘƘŜ ǘǿƻ ǘƻƻƭǎ ǿƛƭƭ ƛƴǘŜƎǊŀǘŜŘ ŀƴŘ ǎǳǇǇƻǊǘ ǘƘŜ ŀƴŀƭȅǎǘ ǇŜǊŦŜŎǘƭȅ



The Lab model

Analyst



ELK and Beats



Using Beats to interact between SO and KICS

Χ CƛƭŜ.Ŝŀǘǎ Ŏŀƴ Řƻ ǘƘŜ Ƨƻō 
ƻŦ ƛƴǘŜƎǊŀǘƛƴƎ ƭƻƎŦƛƭŜǎ ΧΦ

Χ ōǳǘ ǘǊȅ ƻǳǘ tŀŎƪŜǘ.Ŝŀǘ ƻǊ 
²ƛƴƭƻƎ.Ŝŀǘ ŀǎ ǿŜƭƭΧΦ



[ŜŀǊƴ ǘƘŜ ǘǊŀŘŜ ƻŦ b{a Χ

You can be up and running within 15-20 min. and start your proactive hunts after adversaries, on a free 
ǎƻŦǘǿŀǊŜ ǇƭŀǘŦƻǊƳ ŀƴŘ ŀƴ ƻƭŘ ǳǎŜŘ /ƻƳǇǳǘŜǊΣ ōŀǎƛŎŀƭƭȅ Χ

Later on, when you know the normal daily nature of your network operations, and have extended your skills, 
ȅƻǳ Ŏŀƴ ŜȄǘŜƴǘ ǘƘŜ ǎŜǘǳǇ ǿƛǘƘ ŀ ǾŜƴŘƻǊ ōŀǎŜŘ ǎƻƭǳǘƛƻƴ ǘƘŀǘ ǎƭƻǿƭȅ Ŏŀƴ ōǳƛƭŘ ǳǇ ǘƻ ŀ ƳƻǊŜ ǇǊƻŦŜǎǎƛƻƴŀƭ Ψ{h/Ω 
ƭƛƪŜ ŜƴǾƛǊƻƴƳŜƴǘ Χ ŀƴŘ ȅƻǳ ǿƛƭƭ ǉǳƛŎƪƭȅ ǊŜŀƭƛǎŜΣ ǘƘŀǘ ǘƘŜ ǾŜǊȅ ǎǘŀǘƛŎ ƴŀǘǳǊŜ ƻŦ h¢κL/{κ{/!5! ǿƛƭƭ ǇǊŜǎŜƴǘ 
ŀōƴƻǊƳŀƭ ǇŀǘǘŜǊƴǎ Ŝŀǎƛƭȅ ŀƴŘ ǾƛǎƛōƭŜ ǘƻ ŜǾŜƴ ŀƴ ǳƴǘǊŀƛƴŜŘ ŜȅŜ Χ ŀƴŘ ȅƻǳ ǿƛƭƭ ōŜ ŀŎǘƛǾŜƭȅ ŘŜŦŜƴŘƛƴƎ ȅƻǳǊ 
h¢κL/{κ{/!5! ŜƴǾƛǊƻƴƳŜƴǘ ǿƛǘƘ ǎǳŎŎŜǎǎ Χ ōŜŦƻǊŜ ǘƘǊŜŀǘǎ ōŜŎƻƳŜǎ LƴŎƛŘŜƴǘǎ 

Χ ȅƻǳΩƭƭ ǉǳƛŎƪƭȅ ƘŀǾŜ ǊŜŀƭ ōǳǎƛƴŜǎǎ ŎŀǎŜǎ ǘƻ ǎƘƻǿ ΨǘƘŜ ƳƻƴŜȅ ǿƻǊǘƘΩ ǘƻ [ƻ. ƳŀƴŀƎŜƳŜƴǘ Χ IŀǇǇȅ ƘǳƴǘƛƴƎ :
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Q&A
Thank you for listening :

wŜƳŜƳōŜǊΧ Defense is doableΧ Ǝƻ ƭƻƻƪ ŦƻǊ ǘƘǊŜŀǘǎ ƛƴ ȅƻǳǊ h¢ ŜƴǾƛǊƻƴƳŜƴǘ

Michael Lehmann Weng, CISSP, GRID
ics2secure
Tuborgvej 56 1.Tv
2900 Hellerup
Denmark

+45 3029 3079
info@ics2secure.com

ics2secureconsulting services within OT/ICS/SCADA:

• NSM (Network Security Monitoring)
• Threat Hunting
• Active Defence & Incident Response
• Cyber Security Risk Assessment
• Network Assessment
• Project Management
• Solution Design & Implementation
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Backup

ics2secure
- Can help develop and implement/install NSM solutions based on KL KICS or SO (Sensor/Server solution)
- Can help implementing LAPS, AppLocker and centralized log-aggregation management of Event- and Syslogs
- /ŀƴ ƘŜƭǇ ǿƛǘƘ bŜǘǿƻǊƪ {ŜƎƳŜƴǘŀǘƛƻƴΣ 5a½ ŘŜǎƛƎƴ ŀƴŘ ŎƭŜŀƴƛƴƎ ƻŦ CƛǊŜǿŀƭƭ !/[Ωǎ ƛƴ ǘƘŀǘ ŎƻƴǘŜȄǘ
- Can help prepare for Incident Response/Forencis in OT/ICS/SCADA by implementing a strategy for collecting pcaps (Full 

Packet Captures) for a.o.t. Threathunting via Wireshark and/or NetworkMiner

!ƭƭ  ƻǾŜǊ ǘƘŜ ǿƻǊƭŘ Χ 


