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NSM/Threathunting In
OT/ICS/SCADA environments
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This presentation idedicatedto and in memory of our missed

Tina Petersen, KL Corporate Account Manager, Nordic
19692018 (30" July)

O

Rest in peace You were always a big inspiration
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Thanks and acknowledgment to

« Kaspersky Labs (KL) for inviting us all and hosting this 6th ICS Conference

 Chris Sistrunk (Mandiant) for inspiration (DEF CON 23 NSM 101 for ICS)

* Doug Burks (Security Onion) for pulling an awesome tool together

* Mikael Vingaard (Honeypot.dk) for supplying pcaps from his honeypot

e Robert M. Lee (SANS ICS515) for teaching an awesome class of IR & Active Defense in ICS
eW2O0SNI a® [SS O5N) I2FY 'B2ANIIWIR AaySE ¢ [ AGGTE S
e Eric Conrad (SANS SEC511) for teaching an awesome class of Continued Monitoring

* Richard Bejlich (Taosecurity) for writing awesome books about NSM

e 2dzZ (UKS |dzZRASYOSZ F2N) ft Aa0SYyAy3a YR 6K2L

Remember, its possible to defend your ICS/OT/SCADA environmebDieésnse is doabbe
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| will be (talking about)

My background in the Pharma Industry

 NSM/Threathunting basics in OT/ICS/SCADA environments

« Open Source vs. Vendor based solutiorsk S | Oddzr £ 2yté WbSgQ addF¥ (2
« Generally be sharing my practical experience from the last 3 years as a Threathunter in

OT/ICS/SCADA

e vl OAT 6S KI @S (G4KS GAYSXD



Working in the Pharma Industry
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 The Purdue Reference Model I.e.
e [|SA88 Batch Control/Continued Manufacturing
e [SA95 MoM; Manufacturing Operations Management (MES)
o ISA99 (Now IEC62 44&yber Security)

X FYR WOKS o0A0fSQY
« CPwE_D&IG from Cisco and Rockwell (Go read the-8G0 pages)
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Cyber Security Architecture standard

Most people knows it, fewer people knows it
originates in the Purdue Reference Model

And even fewer people knows why it makes
sense in the perspective of Cyber Security
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A useful example of a Security Architecture

CORP

DMmZ

SCADA/MfG

Celle/Area/Gecgraphic

IS
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This is where the (only)
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Why do we need NSM/Threathunting?
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NSM/Threathunting in OT/ICS/SCADA
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« Knowthy Networkg Work out a full OT assetinventoty Y R RNJ ¢ Al X oOw2c
 SegregatdT and OT (Purdue Reference Model and CPwE)

Do proper and fulsegmentationin the OT space (Purdue and CPwE)

* Place the Sensors in the natucllokepoints called Conduits (Richard Bejlich)

« DoThreat ModellingAnalysis as a basis for planning your Threathunting (Rob M. Lee)

« Combine with Sys/Eveitg Collectionandfull Packet Capturdo the extent possible

o Utilize thevery static natureof the OT environment (Gold Nugget)

52y Qi

Assume you are in control of your own Netwarkou are not
Think you are smarter than your adversargesou are not
Think your Network is of interest to you orgyt is not
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The Cyber Security Life cycle M

lAY 4G ! OGAPS wSaLRyasS |yR yz2i Forensics
purpose!

Prevent Monitor

Data sources in OT/ICS/SCADA

Netflows (IPFIX, Sflow, AppFlow, etc.) Easy (requires a controlled infrastructure)

Network Traffic(pcap) Easy (requires controlled switches)

Process Control logs (syslog) Moderate (function must be available on controllers)
Process History Moderate (Can require API access and integration)
Host based logs (Win & Nix supervisors) Difficult (requires vendor approval)

ICS Software events and alarms Difficult (requires API access and integration or central

collection and integration with special analysis tools)

Special Equipment logs (digitale relays, CCTV/Video, physicdifficult (requires functionality on equipment/device and
access control) special integration with special analysis tools)
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Open Source Linux Distro

{h GKS WhfRQ g4I & {h GKS WYbSgQ 41| &

Full packet capture Tcpdump/Wireshark/NetworkMiner
Extractedg xplico/NetworkMiner

Sessiorg BRO/FIowBAT

Transactionat BRO

Statistical; capinfos/Wireshark

Meta ¢ ELSA (and WHOIS)

Alerts¢ Snort/Suricata/squil, Snorby

V4 ~

YSeg2NRY tAQ@20 o0SU6SSY

ics2secure.com



Why buy a Vendor based solution?
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Comparison:

Open source tools are free, takes approx. 15 min. to install and comes with plenty of
resources onthe Interneg. dzi @ 2dz KIS G2 RA3I Ay G2 S| |
32YSUAYSaA Kla a2 o0S GoSF1TSR Fa ¢Sttt X FyR

A vendor based tool often takes a little longer to install and configure, and the tool

YAIKG 0SS FTNBSST o0dzi GKS tAOSYyaS INB y2NXI ff
support from a huge user base and skilled technicians and supporters, and it always

d2NJ a X

Open Source supports a few to a hundred sensors, Vendor based supports thousands
of sensors and endpoints
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KICS is not a SIEM solutioAssts part of an integrated security solution package from KL
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KICS is, that KL has a vast knowledge and experience about the different environment types
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The Lab model
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Analyst
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SO Server w. ELK

MNetwork Sensors
Enterprise Sensors

@ Agentandlor Log files L

O Only Log files

SO Sensor
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ICS/SCADA Servers w.
KICS for Nodes
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PLC's

- & _. - PKICS for Networks



%+ Powering Data Search, Lc X

€ > C ’ & Secure | https//www.elastic.co/products
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Elasticsearch Kibana Logstash Beats Logging Metrics Site Search Security

Kibana gives shape to your data and is the extensible

KI ba n a ‘ user interface for configuring and managing all aspects of

the Elastic Stack.

Search, analyze, and store your data.
a Elasticsearch is a distributed, ]SON-based search and

E | d St ICSearc h [ ] analytics engine designed for horizontal scalability,

-wr maximum reliability, and easy management.
Learn More Download : g

AS

Ingest any data, from any source, in any format.

- Beats Logstash &




Using Beats to interact between SO and KIC
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Fullscreen Share Clone Edit Reporting < OLast30days >
Dashboard / [Filebeat Auditd] Audit Events Full screen
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You can be up and running within-28 min. and start your proactive hunts after adversaries, on a free
a2F06INBE LA FTGF2NY YR 'y 2fR dzaSR / 2YLJzi SNE o6 aA0

Later on, when you know the normal daily nature of your network operations, and have extended your skills,
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Q&A

Thank you for listening
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Michael Lehmann Weng, CISSP, GRID
Ics2secure

Tuborgve] 56 1.Tv

2900 Hellerup

Denmark

+45 3029 3079
Info@ics2secure.com
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iIcs2secureonsulting services within OT/ICS/SCADA:

NSM (Network Security Monitoring)
Threat Hunting

Active Defence & Incident Response
Cyber Security Risk Assessment
Network Assessment

Project Management

Solution Design & Implementation



Backup

Ics2secure

- Can help develop and implement/install NSM solutions based on KL KICS or SO (Sensor/Server solution)

- Can help implementing LAPS, AppLocker and centralizesblgrggation management of Eveand Syslogs

- /Yy KStLI 6A0K bSi¢2N)] {S3AYSyillriA2ys 5a¥% RSaA3dy FyR OfS

- Can help prepare for Incident Response/Forencis in OT/ICS/SCADA by implementing a strategy for collecting pcaps (Full
Packet Captures) for a.o.t. Threathunting via Wireshark and/or NetworkMiner
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